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Information Security Policies and Practices in the Organization

 (Cyber Drill) 

 (Cyber Resilience) 
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Abstract
 This paper presents the policies and practices in the field of information security in order to benefit the 

organization in general to adopt such as information access control, backup, emergency plan and risk assessment. 

This paper also included new approaches in training staff to rehearse against the Cyber-attack (Cyber Drill) and 

prepare to survive after a successful attack (Cyber Resilience). 
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2.

3.

1.

 (access control) 

1.1.

1.2

1.3

2.

  (business  requirements  for  access  

control)   2

3.   (user  

access  management)

  (information  security  

awareness  training)  

1.2.

1.3.  (user registration) 

1.4.  (user 

management)



35

1.5.

(user password management) 

1.6.  (review 

of user access rights) 

4.

(user responsibilities)

1.7.  (password use) 

1.8.

1.9.

 (clear desk and clear screen policy) 

5.  (network access 

control)

5.1

 (user authentication for external connections) 

5.2  (equipment 

identification in networks) 

5.3

 (remote diagnostic and configuration 

port protection) 

5.4  (segregation in networks) 

5.5  (network 

connection control) 

5.6  (network 

routing control) 

6.  (operating 

system access control)
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 6.1 

 6.2  (user 

identification and authentication)

 6.3  (password 

management system) 

(interactive)

 6.4  (use 

of system utilities) 

 6.5 

(session time-out) 

 6.6 

 (limitation of connection time) 

7.

 (application and information access control) 

 7.1  (information 

access restriction) 

 (functions) 

 7.2 

(mobile computing and teleworking) 

 7.3 

 7.4 

(teleworking)

8.

 8.1 

 8.2 

 8.3 
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 8.4 

 8.5 

9.

 9.1 

(information security audit and assessment) 

 1 

 9.2 

(internal auditor) 

(external auditor) 

10.

(Cyber Drill)

 (

, 2558) 

 (Phishing) 

(Cyber Resilience) 
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Threat)  Ransomware 
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)  (P) 

 Pt  > (Dt + Rt)   t = time ( ) 

Pt << ( Dt + Rt ) 

 “P”

 “D”  “R”

 (Dt) 

(Rt)

 (Business Continuity Plan--BCP) 

 Real-Time

 1 

 1 Business Impact and Time 

 Real-Time

 Cyber Resilience 

Business Resilience 
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