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Abstract

Cyber threats are continuously evolving, becoming more severe and complex. Malware attacks, denial-
of-service attacks, and new threats such as ransomware severely impact organizations and individuals
worldwide. Traditional security systems have limitations in dealing with these threats, making the application
of Artificial Intelligence (Al) an attractive alternative. This academic article aims to review the literature
on applying Al to tackle cyber threats from 2014-2024, using a systematic literature review methodology.
It compares research papers in terms of Al techniques used, types of threats studied, and system
performance. The study found that applying various Al techniques, whether machine learning, deep
learning, or a combination of techniques, can significantly improve threat detection accuracy, response
speed, and ability to learn new patterns compared to traditional methods. Notably, the use of deep

learning in malware analysis showed up to 98% accuracy and was 20 times faster than human analysis.

Keywords: artificial intelligence, cybersecurity, threats detection, malware analysis
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waznseensuNgldu Insnmzluusunesnuiung

UaendeluueiidpsmsrasiugiasanuSuinyeugd

n1933elutagiudeliarunsaiaunnaia
Explainable Al niUs¥angn1mgedmuluing Deep
Learning Aiugau lngtangluniseduisnisanaula

Tut1a1339 (real-time) (Nanda et al., 2022)

Auinielunisin Al unlgase

1. MsysaunsiussuUiile

mM91h Al inldlussrnsfissuusnweuUasnsie
wuuALANagua oraiadymlunisysannisssuy
aluwivasenuiniuliveanalulad waznsuuUasuy

N3gUIUNTYNIUYBIYAAINT (Kumar et al., 2022)

2. N13AANTSAU False Positives tag False
Negatives

S2UU Al 1aRansudaiieuiinanann (false
positives) ¥30NA1AN1IATIVTUABANANTY (false
negatives) §19139d smansznudoussluviuntes
Anusiunsasnde msusuusszuulraunaseming
alilunsesndusaganuwiugndudesdivihnig
98793110 (Zeadally et al., 2020)

3. mssnwanududuiinaznsufiiny

ny sy

M3lY Al TunsTiesendayaduiuine
Tgussinuiuanududiuduasnisasidiangviang
AUATBITBYAAIUUAAR DIANTABINAIUILWININITLY
Al fidenadasfunguunenaraiesssu (Tondel &
Cruzes, 2022)

4. MINAUEESNIUARINTAANUTE IR
N5UIALABUYARINTNLANUTE I TIIAY

Al wazausiunslasndelsivesiduguassadidy

nsiauIkazsnwIypansivadiumnusionie

dusunaneeanns (Clark, 2023)

5. MsUussaduana Uil UateEs

I3
FI0L37

foaneumslsiuesineiannuaziasuag
9819720157 MIWAUITEUY Al TWanunsauiusiuas
SeuinemnaugUwuulmdlieensiunaiituanuinme
fiddey (Wang et al,, 2023)

lngagy wifdyy1useRuganduniesde
dAglunisiasuasislinanuaiuisalunissuiledu
foanaulsiues uin1suszyndld Al Adsasdidodndin
uazATATEREVaNEUTENS Tudaudnsrauaay
Foyananiw arndssainnislaudduu Al es lu
auisUszifuauudeiouasaiulusdlavesseuy
fewgitsndudodinsfnuiteenanieiuay
aoidloafieniuuimislunisianisfudedifauas
AuTmeant dunsianmadall 5 NITUUY
Jupsdauiuaznisasendusmilosenineeeans
fine 9 Wisliiulataunsahdnenmveunalulad
HryrussRvganldlunisinuanuiiunsaende

laveslipgnelivssansnin Uaeady uavdsdiuasan

unajluazdaiauatiug

AMINUNILITTUNTIURAE ISR B
pgradussuulauansliiufsunuindrAyves
weluladyaUssivg (A) Inslanizeg1adamaia
nsFouiveadosarnsiFeusidedn lumsiaduata
YAANUAINITARIUNITATIVIU AATIZY wazsullany
Foanaumsluvesiifinnududounas suusainiy
Nan19IdBIuINnlaudulszsansninveunaila
Al fimidenindsnisuuusaiuedeideddey st

FuANUL UG ILarANNTIAS T UN1TA NS
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agslsfinu n1sUszandld Al TuuSunves
auuasasnsenidluusifinsszautudasiin
wavAuTeTidfyvansUsynis o9 desaindnu
AuAIkarUSINuvesayadmiunsiniuluing
Audesann1sTaufuuy Adversarial flaszuu Al wae
Uszirumuanulusslatazanuauisalunisesune
HadNWSVDITzUU Al (Explainable Al) Useifiumanil
sududedld3unisanuisoiiuineg19dnduas
oo iewauunnsuilefiduszansnmuas
fadu

msimssiuunltunisideluaninuii &
msag:qLﬂulﬂﬁmmimmmmﬁﬂ Al viannvang ULUY
N15MAIUT Explainable Al M5Useyndly Federated
Learning Wiaufdapmaruidudiusivostoya uas
nsaunaiatestu Adversarial Attack &9y

Wuussiudrdiiaslasunisdnuitueesreiiles
Tuauren
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[ —
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Amount of Losses
N
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$6,900

2016 2018 2020 2022

Year —&— Losses (M)

M 1 Inumsgaydeannislaniniadeweslugae 12 Vi (e, 2553-2564) ansgoidsn

Note. From A literature review of financial losses statistics for cyber security and future trend by M.
H. U. Sharif and M. A. Mohammed, 2022, World Journal of Advanced Research and Reviews, 15(01),
pp. 138-156. Copyright World Journal of Advanced Research and Reviews
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AANUS2ANT W.A. 2565 (Lantiusiaifnan)

50

) L H B =B B =5 =

4.A. AW HA WE WA J8 AA. §.A. NE. G.A. W §.A.

Abusive content
Availability
Fraud

Il Information gathering
Information security
Intrusion attempts
Intrusions

I Malicious code

Vulnerability

- Other

A guglszaumMsinANMIuANIAaRdBsTULARNR RS sEIATNE (Ineidda) dinnuimungsnssunmediansaiing

A 2 amadaseanamneleuesy 2565

Note. From Cyber Attack Trends 2022 by The Securities and Exchange Commission, Thailand, 2022,
retrieved from https://www.sec.or.th/TH/Pages/CYBERRESILIENCE-STATISTICS-2565.aspx
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