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Abstract

Key Recovery System is an important technology in the era of digital communication. Cryptography is

used to increase data security and maintain user privacy. This research is a developmental research.

The objective is to develop a new secure Secret Key--Ks management model for Multi-Agent Key

Recovery--M-KRA that uses Key Recovery Center--KRC that works with Key recovery Agent--KRA. This

method is called E-SHAM-KRS. The goal of this research is to present a model for the Ks management process

to ensure confidentiality between the recipient and the sender or the agency that has legal access

to the information. As a result, Ks recovery is secure, reliable, and provides users with privacy and supports

key recovery even when KRA in the recovery group fails. It works on a public key infrastructure. The

evaluation of the efficiency of the Ks management process of E-SHAM-KRS, which was compared

with the previous system, shows that (1) E-SHAM-KRS can maintain the secret of Ks, resulting in the

Ks having highly safe and there is no chance of the Ks being leaked to third parties. (2) Key Recover

Filed--KRF has slightly increased in size but is significantly more secure and private. And (3) E-SHAM--KRS

requires a slightly increased amount of time to generate KRF to support a more secure and stable Ks

management function. Moreover, E-SHAM-KRS has successfully addressed vulnerabilities related to

the leakage of Ks, resulting in a more reliable key recovery process.

Keywords: security, secret key, key recovery, agent, key recovery center
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fin1sumalulaginenisinsiaau (cryptography
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veateya lngdeazyin1sidnsiateya Aenyuaay
(Secret Key %30 Session Key--Ks) Feandunszuiu
msuUastannuduatu (plaintext) TWdutonaudn
sUuuunils ldanansas ol (ciphertext) udds
Fomnuananludgdeasaogiu mailefuasldng
nonswateya (data decryption) Aléuangdsineiu
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ABNIMINAIIN NMSIISHALUUANNIAT (symmetric
encryption) (Hughes, 2022) nsltnalulaganinan
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VANBUALDINTING
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figeiisiess deyavesdiiisadedlunisdoans augn
wuliluitadlunisifiunaua (Ket Recovery Field—KRF)
(Kim et al., 2021)

TunszuaunIsAunyLl Ks Jasaguuuy
ad (1) miﬁﬁuqumLLUULaLf\mﬁLﬁ'm (Single Key
Recovery Agent--S-KRA) (Lee et al., 1997) agld
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NAYIAE (2) NIAAUNYLIRUUTATELBILS (Multiple
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party) (3) AudnaslunisiAunyua (KRC) wag (4)
MIgUNTBLOIRUALUATAAUNEY (KRA) Tunis
doasunfaniintuseninadduazdfu fuandy
a3 mngSuliianansanensials visentisnuves
Sgieansnensviateya JsfeddiuinsiAunaue 79

i uninfNved KRC waz KRA sakanslunin 4
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AN 2 BIAUTENOUVBINTHAUN YA UUNANELBLAUG NIeAugudnaidlunis)au

(1) whavia plaintext (M)

Receiver/GA

e Ks
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