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Abstract

Ransomware is the malware that uses the victim’s information as a hostage in exchange for paying the
ransom. It’s a very destructive threat today. With the development of changing styles from viruses to
trojans and worms and use new techniques to evade detection. It also uses encryption, confidentiality
technology, as a weapon to attack victims. It keep changing the pattern of spreading according to
technology and targeting from general users to organizations to increase the chances of getting more
ransom. This article aims to present the background, in-depth procedures of various ransomware,

and prevention to reduce the risk of loss of critical information.
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